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NudopmannoHHas naMaTKa A5 00y4aIOIMXCH ISl pa3MelleHus Ha
opuumaabLHOM caiiTe
MYHHMIUNIAJIBHOT0 ABTOHOMHOI'0 0011100 pa30BaATEJIbHOI0 YUPEeKICHUA
MYHHMIUNAJIBHOT0 ABTOHOMHOI'0 00111€00pa30BaATEJIbHOI0 YUPEeKICHUSA
MYHUIMIIAJBHOr0 o0pa3oBanus ropoa Kpacuogap rumuasum Ne 44 umeHu
Muxauniaa Taabckoro

C KaXIpIM TOJIOM MOJIOACKH B HHTEPHETE CTAaHOBUTHCS OOJIbIlle, a
IIKOJIPHUKY OJHU W3 CaMblX aKTHBHBIX TOJb30Batenei Pynera. Mexay Tem,
MIOMHUMO OTPOMHOTO KOJIMUECTBAa BO3MOXKHOCTEH, MHTEPHET HECET U MPoOJIeMbl. DTa
naMsTKa JOJDKHA ITOMOYb Te0e 0e30MmacHO HaXOAUThCS B CETH.

KomnbroTepHbie BUpYCHI

KomnbroTepHblli BUPYC - 30 Pa3HOBHIHOCTh KOMITBIOTEPHBIX IPOTpaMM,
OTJIMYUTEITHLHON 0COOEHHOCTHIO KOTOPOH SIBISICTCS CIIOCOOHOCTh K pa3MHOKEHHU 0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEAUTh WU MOJHOCTHIO YHUUTOKHUTH BCE
daiinpl U gaHHBIE, MOJKOHTPOJIbBHBIE MOJIB30BATENI0, OT UMEHU KOTOpPOro Oblia
3amylleHa 3apa)kKeHHas MPOrpaMma, a TaKKe MOBPEOUTh WIM AK€ YHUUYTOKUTH
OTEpallMOHHYIO CHUCTeMY cO BceMu (aiinamu B 1ejaoM. B OonblinHCTBE ciydaeB
PacIpOCTPAHSIOTCS BUPYCHI Uepe3 UHTEPHET.

Mertozsl 3aUThl OT BPEAOHOCHBIX TPOTPaAMM:

1. Vicnonib3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HbIN
YPOBEHbB 3aIIHUTHI OT BPEAOHOCHBIX MPOrpaMM;

2. IloctossHHO  ycTaHaBnuBail HayTH (U@pOBBIE 3aIIaTKU, KOTOPHIE
aBTOMATHYECKH YCTAaHABIMBAIOTCS C IIEJIbI0 MOPaOOTKHM MPOTPaMMbl) U JApPYyTHE
OOHOBJICHHS CBOEH ONepaoHHON cucTeMbl. CKauynBai UX TOJIBKO C O(PHUIIMATIBHOTO
caiita pazpadorunka OC. Ecnu cymiecTByeT pexkiuM aBTOMaTH4YE€CKOTO OOHOBIICHHUS,
BKJIIOYH €r0;

3. Paboraii Ha cBOeM KOMMBIOTEpE TMOJ MpaBaMH IMOJB30BATENsS, a HE
aAMUHUCTpATOpa. DTO HE TO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPamMM
MHCTAJUIMPOBATHCA HA TBOEM NEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnonb3yil  aHTUBHUPYCHBIE MPOrPAMMHBIE  IPOIYKTBl  M3BECTHBIX
MPOU3BOAUTEIICH, C aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NYECKUH TOCTYN K KOMIBIOTEPY ISl TOCTOPOHHUX JIHIT;

6. Ucrionp3yil BHENIHHE HOCUTENH WH(MOpPMAIMHU, TaKue Kak (hIerKa, JTUCK
WK (Gaiin U3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpeiBaii KOMMbIOTEpHBIC (halibl, MOTYYEHHBIE M3 HEHAJICKHBIX



UCTOYHHUKOB. [{axe Te Qaiinbl, KOTOpble MpHUCIIal TBOW 3HAKOMBIN. Jlyunie yrounu y
HEro, OTIPABJIISLI JIU OH TeOE UX.

Ceru WI-FI

Wi-Fi - a0 He Bua nepeaun JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIb OPCHJI,
Mapka. Emie B 1991 romy HuaepnaHjckas KOMIIaHMS 3aperuCTpUpoBajiia OpeHI
"WECA", 4ro o0o3nauganio cioBocoyetanue “Wireless Fidelity”, xoTopsiii
NepeBoAUTCA Kak "OecrpoBOIHASI TOYHOCTD'".

Jlo Hamiero BpeMeHH Joluia Apyras abOpeBuatypa, KOTopast sBJISE€TCA TaKOU
ke TexHojormed. Oto abOpeBmarypa "WIi-Fi". Takoe Ha3BaHue OBLIO JaHO C
HAMEKOM Ha CTaHJapT BhICIICH 3ByKoBOM TexHuku Hi-Fi, uro B mepeBoje o3HavaeT
"BBICOKasi TOYHOCTh".

Jla, GecriaTHBIM MHTEPHET-TOCTYM B Kade, OTesIX U adporoprax sBIISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXO/1a B MHTEepHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, UTO
obmenocrynabsie Wi-Fi cetu He sBISIOTCS 6€30IaCHBIMHU.

CoBeThl 110 0€30MacHOCTH PaboThI B 001e0CTYIHBIX ceTsx Wi-fi:

1. He mepenaBaii cBOXO JUUHYIO HHMDOPMALIHIO Yepe3 oomenoctymnubie Wi-Fi
cetu. PaGoTas B HUX, XKenaTeJIbHO HE BBOJAUTH MApOJIU JOCTYIA, JIOTUHBI U KaKUe- TO
HOMEDpA;

2. Vlcionb3yit 1 OOHOBIISIM aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
caMbIM ThI 00€30macuIlb ce0sl OT 3aKaYKHU BUPYCa Ha TBOE YCTPOMCTBO;

3. I1pu ucnonb3oBanuu Wi-Fi otkimoun pyukmnuro "OOIiui qocTy K daiinam
u npunrepam". JlanHas (QyHKIMS 3aKpbITa O YMOJYaHUIO, OJHAKO HEKOTOPHIE
M0JIb30BATENM aKTUBUPYIOT €€ JUIsl yA00CTBA UCIIOIb30BaHUs B paboTe min yueoe;

4. He wucnonw3yit nyommunbsii W1-F1 nma mepemaduu JUYHBIX JaHHBIX,
HaIpUMep JUIsl BBIXO/Ia B COLMAIBHBIE CETU UITU B DJIEKTPOHHYIO TIOUTY;

5. Ucnonw3yit Tonbko 3amuineHHoe coequuenue yepes HTTPS, a ne HTTP,
T.€. MpH Habope BeO-aapeca BBoau uMeHHo "https://";

6. B moounbHOM Tenedone orkaoun ¢GyHkiuio "Tlogkmouenne k Wi-Fi
aBTomaTuuecku'". He nomyckaifi aBTOMaTHMYE€CKOrO0 MOAKIIOYEHHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero coracusi.

CouunanbHble CETH

CornuanbHbie CETH aKTUBHO BXOJST B HAITY JKM3Hb, MHOTHE JIIOJU paboTaoOT
Y JKUBYT TaM TOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUIIIIHAP]T YETOBEK,
YTO SIBJSIETCSI OAHOM CEIBMOM BCEX YKUTEJIEH IUIaHEeThl. MHOrMe moJyib30BaTean He
MOHUMAIOT, YTO WH(MOPMAIIHS, pa3MEIICHHAs] MU B COIIUATTBHBIX CETAX, MOXKET ObITh
HalJileHa ¥ KCMOJb30BaHA KEM YTOJHO, B TOM YHUCJE HE 00s3aTelIbHO ¢ Oyarumu
HaMEPEHUSIMH.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COITUATBLHBIX CETAX:

1. Orpanunyb crucok apy3eil. Y Te0si B Apy3bsiX HE JOJIKHO OBITh CIIy4alHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3ammmai CBOIO YacTHYIO JKU3Hb. Fie ykaswiBall mapoiu, TenedoHsl,
aapeca, J1laTy TBOErO0  POXIEGHHUS W JAPYTYIO JIMYHYIO  HUHPOPMAIUIO.
37OYMBITIUICHHUKN MOTYT HCIIOJh30BaTh Jake MHGOPMAIIHIO O TOM, KaK Thl M TBOU
POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYJIHI,

3. 3amuiiail CBOIO permyTaIuio - IepKu € B YUCTOTE U 3a7aBail cebe Bompoc:



XOTeJl ObI ThI, YTOOBI IPYTHE MOIB30BATENIN BUJIEIIH, UTO ThI 3arpysxaeib? [logymait,
MPEXAEC YeM UTO-TO OIYOJMKOBATh, HAMIUCATh U 3arPY3UTh;

4. Ecnu Thl TOBOPUIIIB C JIFOJBMHU, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE
peasbHOE UMS U APYTYIO JIMUHYIO MH(QOpMAIUU: UMsI, MECTO YKUTEIHCTBA, MECTO
y4eObl U Mpoyee;

5. N30eraii pazmemenust pororpaduit B IHTEpHETE, T/I€ THI M300pa)Ke€H Ha
MECTHOCTH, 110 KOTOPOM MOKHO OTPEICIUTH TBOE MECTOIOIOKEHHUE;

6. [Ipu peructpanuu B COLMATBHOM CETH HEOOXOJMMO HCIOIb30BATh
CJIOKHBIE TIAPOJIU, COCTOAIINE U3 OYKB U ITU(P U C KOJIMUYECTBOM 3HAKOB HE MEHee 8;

7. Ins comuanbHOM CETH, TMOYTHI W JPYTrUX CalWTOB HEOOXOAMMO
UCIIOJIB30BaTh pa3Hble mapoiu. Torjaa ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIIIICHHUKH
noJIy4aT JOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpasy.

DIIEKTPOHHBIE JIEHBI'U

ONEeKTPOHHBIE JIEHBI'M - ATO OYE€Hb YAOOHBIM Croco0 IUIaTeXel, OJHaKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTSAT MOJTYYUTh 3TU JICHBIU.

DNEeKTPOHHBIE ICHBI'M TOSBUJIUCH COBCEM HEJIAaBHO U UMEHHO H3-3a 3TOTO BO
MHOTHX I'OCYJIapCTBaXx JI0 CUX MOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM (DYyHKITMOHUPYIOT M O HUX YK€ MTPOTUCAHO B 3aKOHE, TJI€ UX
pa3eNsaoT Ha HECKOJIBKO BUIOB - aHOHUMHBIE M HE aHOHUMHBIC. Pa3HUIA B TOM, 4TO
AHOHUMHBIE - 3TO Te€, B KOTOPBIX pa3pemiaercs MNpOBOAUTh omnepanuu 0e3
UACHTU(PUKALIUY TT0JIH30BATENs], 4 B HEAHOHUMHBIX HICHTU(DUKALKS MOTh30BaATENS
ABJIIETCS 0053aTENBHOM.

Taxxe crnenyeT pa3nuyarh dJIEKTPOHHBIE (QUATHBIE J€HbIH (paBHBI
rOCy/IapCTBEHHBIM BaJlOTaM) M JJIEKTPOHHbIE He(pUATHBIE ICHBI'M (HE pPaBHBI
rOCYJapCTBEHHBIM BaIIOTaM).

OcHOBHBIE COBETHI 110 6€30MacHO padboTe C NEKTPOHHBIMU JIEHbIAMU:

1. [TpuBsxu K cueTy MOOWIIBHBIN TenedoH. ITO caMblidl yIOOHBINH U OBICTPHIi
Ccroco0 BOCCTAHOBUTH JOCTYN K cueTy. [IpuBs3aHHBIN TenedoH MOMONKET, €cClid
3a0yJens CBOM IUIATC)KHBIM Mapojb WM 3aijenib Ha CalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnionp3yii omgHopaszoBble maponu. [locie mepexoga Ha yCHICHHYIO
aBTOpU3aIMIo TeOe yke He OyJeT YrpoKaTh OMACHOCTh KpaKW WM TepexBaTra
IJIATEAKHOTO MapoIs;

3. Beibepu cnoxnbiii maponb. [Ipectymuukam OynmeT He MPOCTO yraaarthb
CJIOXHBIN 1mapoiib. HajgexHbie maposu - 3To mapoiiv, KOTOphIe COJepKaT He MeHee 8
3HAKOB W BKJIFOYAIOT B C€0SI CTPOYHBIE u MPOMHUCHBIE OYKBBI, TUMPHI 1 HECKOIBKO
CUMBOJIOB, TakW€ KaK 3HaK Joiuiapa, (pyHTa, BOCKJIMIATENBbHBIA 3HAK u T.II.
Hampuwmep, StRONg!;;

4. He BBOAM CBOM JTMYHBIE JaHHbIE HA CaliTaX, KOTOPHIM HE JI0BEPSCIIIb.

DJIEKTPOHHAs TTOYTa

DNEKTPOHHAs MOYTa - ATO TEXHOJOTUSA U MPEJAOCTABISIEMBIE €10 YCIYTH IO
MEPEChUIKE U MOJYUYECHHUIO JIEKTPOHHBIX COOOIEHHI, KOTOPhIE paCIpEeaestoTCs B
KOMIIbIOTepHOM ceTh. QOOBIYHO DJIEKTPOHHBIM TIOYTOBBIA SAIMIMK BBITJISIAT
CIeAYIOIKUM 00pa3oM: UMs_TOJIb30BaTENA(@uMs_J1oMeHa. Takxke Kpome mepeaadu
MIPOCTOr0 TEKCTA, UMEETCSI BO3MOKHOCTD MepeIaBaTh (hailiibl.



OcHOBHBIE COBETHI HO 0€30MacHOM paboTe ¢ MEKTPOHHOMN MOYTOM:

1. Hano BbIOpaTh mpaBUJIBHBIM NOYTOBBIA cepBUC. B uHTEpHETE €cTh
OTPOMHBIN BBIOOP OECIIIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIE IOBEPATH TEM,
KOI'0 3Haelllb U KTO IIEPBBII B PEUTUHTE;

2. He yka3piBail B TU4YHOM mouTe auuHyto uHpopManuio. Hanpumep, mydrie
BbIOpaTh "My3bIKanbHbIA _(haHat@" wiu Mpok2013" BmMecto "tema 13";

3. Ucnonb3yil ABYX3TanmHyl aBTOPHU3alMI0. OJTO KOIJla MNOMHMO MapoJis
HY>KHO BBOJUTH KOJ, MpUcChUIaeMblii o SMS;

4. BeiGepu CII0XKHBIN T1apotib. J[J1 Ka)K10T0 MOYTOBOTO SITUKA JOJIKEH OBITh
CBOW HAJICKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecniu ecTh BO3MOXHOCTh HamuMcaTb CaMOMY CBOM JIMUHBIH BOIPOC,
UCITIONIB3YH 3TY BO3MOYXKHOCTB;

6. Ucronp3yii HECKOJIBKO TMMOYTOBBIX SIIUKOB. [lepBbIii jyisi 9yacTHOM
NEPENUCKU C aapecaTamMH, KOTOPbIM Thl JOBEpsiellb. DTO DJEKTPOHHBIA aJpec He
HaJI0 MCIIOJIb30BaTh MPU PErHCTpalluy Ha (OpyMax U calTax;

7. He otkpwiBaii (aiinel U apyrue BIIOKEHHUS B MUCHbMax, JaXXe €CIM OHU
OPUIUIA OT TBOMX Apy3eH. Jlydiie yroyHu y HUX, OTNPABISUIM JTU OHH TeOE ITHU
Gaiiibr;

8. [locne okoHuaHus pabOTHl Ha MOYTOBOM CEpPBHCE TNEPEN 3aKPhITHEM
BKJIAJIKU C CAUTOM He 3a0y/b HaKaTh Ha "BeriTu".

KubepOymumiHr uian BUPTyalibHOE U3/1€BATEIbCTBO

KubepOymmuar -  mpeciegoBaHMe — COOOIICHUSIMH,  COAEpPKAIIUMU
OCKOpOJIeHMS, arpeccuto, 3aIlyTUBAHUE; XYJIUTaHCTBO; COIIMAIBbHOE
OOMKOTHPOBAHUE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 60pbOe ¢ KHOEPOYIITUHTOM

1. He Opocaiicst B 60i1. JIydmuii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH H,
€CJIM HEeT TOTO, K KOMY MOXHO OOpaTUThCs, TO BHauaje YCINOKOUThCSA. Ecim Tb
HAaYHElIb OTBEYAaTh OCKOPOJICHUSMH Ha OCKOPOJICHMs, TO TOJBKO €Iie OOJbIIIe
Pa30oXKKEITb KOH(PIUKT;

2. Ympanisii cBoei kubeppenyTaimei;

3. AHOHUMHOCTh B ceTu MHUMas. CyIIEeCTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKAyHTOM;

4. He crtoWT BecTHM XyJIHUTaHCKHN 00pa3 BUPTyalbHOW >Xu3HU. WHTEpHET
¢ukcupyer Bce TBOM JEHCTBUSA U COXpaHAET UX. YJaIuTh MX OyneT KpaiHe
3aTPYAHUTEIBHO;

5. Cobmronaii CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. UrHopupyii enuHuuHblii  HeratuB. OJHOpPa30BbIE OCKOPOWTEIHHBIC
COOOIIEHHUS JIy4llle UTHOPUPOBaTh. OOBIYHO arpeccusi MpeKpaniaeTcs Ha Ha4albHOU
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMHU, B
COIIMAIBHBIX CETSIX €CTh BO3MOYKHOCTH OJIOKMPOBKM OTIPAaBKU COOOLIEHUN C
OIPEJIEIICHHBIX a/IPECOB;

8. Ecit 161 cBUAeTeNnb kubepOysummara. TBOM ASHCTBUSA: BEICTYIIUTHh TPOTHB
npecieaoBaTesi, MoKa3aTh €My, 4TO €ro JACHCTBUS OLEHHUBAIOTCS HETaTUBHO,
MOACPKATh KEPTBY, KOTOPOU HYXHA IMCHUXOJOTMYECKAs] MOMOIb, COOOIIUTH



B3POCIBIM 0 (haKTe arpeCCUBHOIO MOBECHUS B CETH.

MoOunbHbIN TenepoH

CoBpemeHHbIe cMapT(HOHBI U MIIAHIIETHI COJEepPKaT B ce0€ BIOJIHE B3POCIbII
GyHKIMOHANI, W Tenepb OHU MOTYT KOHKYpPUpPOBAaTh CO CTallUOHAPHBIMU
KoMmmnbioTepamMu. OHAKO, CPEACTB 3AIIUTHI JIJIs1 MOJOOHBIX YCTPOUCTB MOKA OYECHB
Maso. TecTupoBaHUE U MTOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE TaK HHTEHCUBHO,
kak ju1s1 [1K, To e camoe kacaeTcss 1 MOOWMIBHBIX MPUIIOKEHUH.

CoBpemeHHBIE MOOWJIBbHBIE Opay3ephl yXe€ MPaKTUUYEeCKH JOTHAIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO paclIMpeHHe (QYyHKIIMOHajla BIEYeT 3a COoO0Oil
OOJIBIITYIO CIIO)KHOCTh M MEHBIITYIO 3aIUIIICHHOCTb.

Jlanexko He Bce MPOU3BOJUTENN BBIMYCKAIOT OOHOBJICHUS, 3aKpPHIBAIOIIUE
KPUTHUUYECKHUE YSI3BUMOCTH JIJIS CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€30MaCHOCTH MOOMIBLHOTO TeedoHa:

Huuero ne siBisiercs mo-HacTosiiemMy OecruiaTHbIM. Byab ocToposkeH, Belb
Korja Te0e mpeiararoT OeCIuIaTHhIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAaKHE- TO
TJIaTHBIC YCIYTH,

Hymaii, mpexxae uem oTnpaBuTh SMS, ¢oto wnu Buaeo. Thl TOYHO 3HACIID,
r7ie OHH OYyJyT B KOHEYHOM UTOTE?

Heo6x011Mo 00HOBIATH ONEPaIMOHHYIO0 CUCTEMY TBOETO cMapT(oHa;

Hcnonw3yii aHTUBUPYCHBIEC MPOTPAMMBI JIJIsI MOOMJIBHBIX TEJIC(OHOB,;

He 3arpyxail mpuioKeHHs OT HEM3BECTHOTO HCTOYHUKA, BEAb OHU MOTYT
coJiepKaTh BPEeIOHOCHOE IPOrPAMMHOE 00ECTICUEHHE;

[locne Toro Kak Thl BBIAJIEIIH C CaliTa, T/I€ BBOJAUJ JMUYHYIO MHPOpPMAIIHUIO,
3aiiIM B HACTPOMKU Opay3epa u ynainu cookies;

[lepuoanyecku npoBepsii, Kakue IJIaTHbIE YCIYyTd aKTUBUPOBAaHbI HA TBOEM
HOMEDE;

JlaBaii cBOi1 HOMEP MOOMIBHOTO Teae(OHA TOIBKO JIIOISIM, KOTOPBIX ThI
3HaEllb U KOMY JI0BEPSIEIIIb;

Bluetooth nomken ObITH BBIKITFOUEH, KOT/Ia Thl UM HE MOJIb3yenibesi. He
3a0bIBail MHOTIA TIPOBEPSATH ITO.

Online urpst

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUHBIE, 3aXBaThIBAIOIINE PAa3BICUEHs,
O00BEIUHSIONINE COTHU THICSY YEJIOBEK MO BceMy MUpy. UTpoku UcCCienyoT JaHHbINA
UM MHP, OOIIAIOTCS APYT C IPYTrOM, BBITIOIHSIOT 33JJaHUSL, CPAKAIOTCSI ¢ MOHCTPAMHU
U TOJYYaloT OMBIT. 32 YAOBOJBCTBUE OHU IUIATAT: MOKYMAIOT AUCK, OIUIAYMBAIOT
a0OHEMEHT WJIM MPUOOPETAIOT KaKKUe-TO OIIIUH.

Bce »Tu cpeacTBa uayT Ha NOAAEPKAHUE U PA3BUTHE UTPbI, a TAKKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIC
natuu (u(poBbIC 3aIIATKH IS POTPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mo1o0HBIX UTpax CTOUT OmacaThCsl HE CTOIBLKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kKd TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3aLUU OOJIBIIMHCTBA
urp.

OcHOBHbIE COBETHI IO 0€30MACHOCTH TBOET'O UTPOBOI0 AKKAYHTA:

1. Ecniu apyroit urpok Benet ceOsl MI0X0 WK CO3/1aeT Te0e HENPUATHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;



2. Iloxanyiicst aIMUHUCTPATOPaM UTPhI HA IJI0XO€ MOBEEHUE 3TOI0 UTPOKA,
KEJATEeIbHO NPUIIOKUTh KaKUe-TO J1I0KAa3aTENbCTBA B BUJE CKPUHOB,;

3. He yka3sbiBaiil tuuHyo nHGOpMaLMIO B Ipodaiisie urpsl;

4. VYBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuLMaIbHbIE TATYU U MOJIBI;

6. Mcnonb3yii ciioxkHBIE U pa3HbIE MAPOJIH;

7. Jlaxe BO BpeMs Urpbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loKa Thl Urpaelib,
TBOU KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIUHT WIKM Kpaka JIMYHBIX TAaHHBIX

OOBIYHOM Kpaxel JIeHeTr U JOKYMEHTOB CETrO/IHs Y>K€ HUKOT'O HE YAUBUIIIb, HO
C Pa3BUTHEM UHTEPHET-TEXHOJIOTUH 31I0YMBIIIJIEHHUKHA IEPEMECTHIIMCH B UHTEPHET,
U TIPOJOJIKAIOT 3aHUMATHCS "JTIOOUMBIM" J1€TIOM.

lNak mosiBUach HOBasg yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (DUIIMHT,
rJIaBHAsl 1eJib KOTOPOrO COCTOUT B TOJYYEHHH KOH(PUACHIMAIbHBIX JIaHHBIX
OJIb30BaTENIEH - JIOTMHOB U maposieil. Ha anrnuiickoM si3bike phishing unraercs xak
¢umunr (ot fishing - peiOHas J1oBIIsA, PASSWOrd - mapoJib).

OcHOBHBIE COBETHI O OOpHOE C PUITHMHTOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnu Thl mojio3peBaelib, YTO TBOS aHKETa
ObLJIa B37I0MaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aJIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOXHO CKOpee;

2. Ucnonb3yit 6e3onacHbie B€O-CaiThl, B TOM YHCJI€, HHTEPHET-Mara3uHoB U
MIOMCKOBBIX CUCTEM;

3. Ucnonb3yil cloXKHbIE M pa3Hble Napoiu. Takum oOpazoM, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH TOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
npo(duITto B CETH, a HE KO BCEM;

4. Ecnu TebGs B3nmoManu, TO HEOOXOIMMO TMPEAyNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE JI0OABJIEHBI Y TE€OS B JPY3biX, O TOM, UYTO TE€Os B3JIOMAJU H,
BO3MOKHO, OT TBOETO UMEHH OYJIET PACChUIATHCS CIIaM M CCHUIKH Ha (PUIIHMHTOBBIC
CaWTHI;

5. YcranoBu HajaexHbIH mapoib (PIN) Ha MOOMIBHBIH TeneoH;

6. OTKIIIOYM COXpaHEHHUE Mapos B Opaysepe;

7. He oTkpbiBail ¢aiinibl U Apyrue BIOKEHUS B MHCbMax, Ja)ke €Cld OHU IPHUIINIU OT
TBOMX Jpy3eil. Jlydie yTouHu y HUX, OTIIPABIISUIA JTU OHH Te0e 3TH (ailiibl.

[Hudposas pemyrarus

[udposas penmyTanus - 5T0 HETaTUBHAS WJIM TO3UTUBHAS WH(GOPMAIIHS B CETH
o Tebe. Kommpomerupyromas nHdopmanus, pasMelleHHass B UHTEPHETE, MOXKET
CEphE3HBIM 00pa3oM OTpPa3UThCS Ha TBOeH peanbHON ku3HH. "ludposas
penytanus" - 3TO TBOH UMUK, KOTOPBIH (hopmupyercss u3 uapopmaiuu o tede B
WHTEPHETE.

TBoe MecTo IKHUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE IOJIOKEHHUE,
O0COOEHHOCTH XapaKTepa M paccKasbl O OJU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApOCTKU JIETKOMBICIEHHO OTHOCSTCA K MYyOJMKALMU JTUYHOM
uHopmanuu B UnTepHeTe, He MOHUMAask BO3MOXKHBIX MOC/IeACTBUN. Thl 1axke HE
CMOXKeEIIb A0TaJaThCs O TOM, 4To ororpadusi, pa3MellieHHas 5 JeT Ha3al, cTalla
MPUYMHOM OTKa3a NPUHSATH T€Os Ha padoTy.



KommenTtapuu, pazmeiienue TBoux ¢otorpaduit u apyrue IeUCTBUS MOTYT
HE MCUE3HYTh Ja)e MOCJe TOro, KaK Thl UX yJalullb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty UH(QOpPMAaLKIO, MOMaja JIU OHA B TOMCKOBbIE CUCTEMBI M COXPAHWJIACH JIX OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0€ OKpYKaroUIUe JIFOAH, KOTOPbIE HAWIAYT U YBUISAT 3TO.
Haiitu wundopmanuio MHOTO JET CIYCTS CMOXET J000M - Kak U3 J0OpbIX
MOOYKJIEHH, TaK U C HAMEPEHUEM MPUUUHUTH BPEI. DTO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTe UPPOBOM peIyTaInu:

1. ITonymaii, mpexJie yeM 4yTo-TO MyOJIMKOBATh U MepeaaBath y ceds B Oiore
WJIN B COLIMAJIBHOM CETH;

2. B Hactpoiikax npoduisi yCTaHOBH OTPaHUYEHUSI HA TIPOCMOTP TBOETO
IpouIIs U ero COAEePKUMOTOo, CaeTal ero ToJIbKO "1iist apy3ei';

3. He pa3Memaii u He yka3biBaii MHGOPMALIMIO, KOTOPast MOXKET KOT0-JIH0O
OCKOPOJIATh WJIU OOUKATh.

ABTOpCKOE MPaBo

CoBpeMeHHBIC IIKOJIBHUKM - AaKTHBHBIE TIOJIB30BaTed  IHUGPOBOTO
npoctpancTBa. OJIHaKO Jajlieko HE BCE 3HAIOT, YTO TOJIb30BAHWE MHOTUMU
BO3MOXKHOCTAMHM  IMPpoBOro  Mupa TpeOyeT  CcoONIofeHHs  MpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "uUHTENIEKTyallbHAasE COOCTBEHHOCTH"' OTHOCHUTCS K pPa3IMYHBIM
TBOPEHHUSM YEJIOBEUYECKOTO YMa, HauyMHasg C HOBBIX HM300PETCHUN U 3HAKOB,
0003HaYaIoIUX COOCTBEHHOCTh HA MPOJYKTHI M YCIYT'H, U 3aKaHYMBasi KHUTaMH,
dotorpadusimu, KHHOQUIEMAMU U MY3bIKAJIbHBIMU TIPOU3BEACHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa HAa HMHTEJUIEKTYaJbHYI0O COOCTBEHHOCTH Ha
IPOU3BENICHNS HAYKH, JIUTEPATypbl U UCKycCTBAa. ABTOPCKHE IpaBa BHICTYNAIOT B
KayecTBE TrapaHTHH TOTO, YTO HHIEJUIEKTYalbHBII/TBOPUECKHUI TPYyJ aBTOpa HE
OyZIeT HampacHbIM, JacT €My CIpaBeJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro Tpyna, IMOJMYYUTh H3BECTHOCTh M mpu3HaHwe. Hukro 6e3
pa3pellleHus aBTOpa HE  MOXKET  BOCIPOU3BOAUTH €ro  MPOU3BEACHUE,
pacnpocTpaHsITh, NYOJIMYHO JAEMOHCTPUPOBATh, MPOAABaTh, HMIIOPTUPOBATH,
MyCKaTh B TMPOKAT, MYOJIMYHO HCIOJHATH, MOKA3bIBATH/UCIIONHATL B ddupe wiu
pasmewmars B MIHTEpHETE.

Hcnonw3oBanue '"muparckoro" mporpaMMHOrO  OOECIIEUYEHHS]  MOMKET
MIPUBECTH K MHOT'MIM PUCKAM: OT MOTEPH IAHHBIX K TBOMM aKKAyYHTaM J10 OJIOKUPOBKH
TBOEr0 YCTPOWCTBa, IIe YCTAaHOBJIEHA HelleralibHas nporpamma. He crouT Takke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIC U OECIIaTHBIE TPOTPAMMBI, KOTOPHIE MOKHO
HaWTHU B CETH.

O nopraie

CereBuuok.p(d - TBOM I'JIaBHBIM COBETYUK B CETH. 371€Ch Thl MOXEIIIb Y3HATh O
0€30MacHOCTH B CETH TMOHSATHBIM U JOCTYITHBIM SI3BIKOM, a TIPH BO3HUKHOBEHUU
KPUTUYECKON CUTyalluud OOpaTUThCA 3a COBETOM. A Takke NPUHATH Y4acTHUE B
KOHKYpCaX U CTaTh CaMbIM IHU(PPOBHIM TpaXKTaHUHOM !
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